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Abstract 
The development of Smart Grid power systems is gaining momentum in many countries leading to massive deployment 
of smart meters to realize the envisioned benefits. However, there are several concerns among the consumer 
communities and the service providers with respect to information security when it comes to the deployment of smart 
meters. This paper attempts to address the main challenge related to smart grid information security by examining the 
resiliency of smart meters to security threats and attacks. Several common information security attacks are being used 
to study their impact on the performance of smart meters in a controlled laboratory environment. Results obtained 
showed drastic effect on the functionality of smart meters and their associated data gathering servers.  
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1. Introduction 
As of today, many power grid systems are not monitored or instrumented properly and effectively for real-time 
applications. The concept of Smart Grids has been introduced to solve many existing problems with the current 
outdated power grids in most countries around the globe.  Several definitions of a Smart Grid system exist. For 
example, the US National Institute of Standards and Technology (NIST) refers to it as “the modernization of electricity 
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delivery system so it monitors, protects and automatically optimize the operation of its interconnected elements-from 
the central and distributed system, to industrial users and building automation systems, to energy storage installations 
and to end use consumers and their thermostats, electric vehicles, appliances and other household devices”1.  
One main component of a Smart Grid deployment is the Advanced Metering Infrastructure (AMI) using smart 
meters at the consumers’ premises and substations. In 2012, U.S. electric utilities had 43,165,185 smart meters 
installations with 89% being residential2.  Worldwide, the number of installed meters will grow from 313 million in 
2013 to nearly 1.1 billion in 20223.  The essential functions of a typical smart meter includes: recording real-time 
electricity usage; transmitting this data, at intervals of 15 seconds, to the smart grid; and receiving communications 
from the smart grid4,5. Additional features of the smart meter include tracking data usage to identify patterns and 
behaviors; the ability to disconnect the customer from the power grid; alert utility company when problems occur; 
interface with smart appliances in a home to control their operation during peak times; and to support on-site renewable 
energy generation and exporting this energy to the grid via net-metering agreement6.  However, with the deployment 
of smart meters, comes a major concern of information security related to consumers’ privacy, data integrity, 
authentication, access control, system availability and several others. This is because smart meters are considered the 
weakest link when it comes to possible security breaches. This is the case, as smart meters are easier to be attacked 
through associated home and neighborhood networks especially when these networks rely on wireless communication 
technologies. For examples, researchers in7, were able to capture consumption data from 485 Automatic Meter Readers 
(AMR) smart meters within a 300 meter radius neighborhood by developing a simple electronic circuitry. However, 
an attack launched from a smart meter can have major negative effects on the overall power grid system which in some 
cases might result in blackouts, data corruption, accounting mistakes…etc.  Active research to address these concerns 
is diverse in proposed solutions. For example in8, a method is proposed that offer anonymity to the measured data 
through an escrow service.  In9,10, a rechargeable battery system and a customized user control are proposed to protect 
the privacy of the load profile in a household’s electricity consumption. In11 the authors propose a privacy-enhancing 
architecture that will not compromise the privacy of its customers.  
In this work we examine how common security attacks such as the Denial of Service (DoS) attack and the Man-in-
the-Middle attack (MiM) can be exploited against smart power meters within a Local Area Network (LAN). The results 
shown in this paper present the negative effect such attacks can have when generated. Although these attacks are being 
generated within an isolated laboratory environment, generalization of such attacks to be managed remotely by hackers 
is possible causing the same effect.  
The rest of this paper is organized as follows. In section two, background work is discussed on common security 
attacks. In section three, we discuss DoS attacks and in section four ARP cache poisoning attacks are discussed. Section 
five presents security design considerations, and section six concludes the paper.   
2. Common Security Attacks 
In this paper common security attacks which are usually launched against computer systems, mobile devices and 
other appliances with Internet connectivity are being used. The focus is on two major attacks, namely the DoS attack 
and the MiM attack. We investigate the use of these common attacks to evaluate the resiliency of smart power meters 
against such attacks.  As a specific case, we investigate the cache poisoning attack on corrupting the Address 
Resolution Protocol (ARP) cache entries of smart meters.  Hosts with corrupted ARP cache entries are usually unable 
to communicate properly with the other network hosts12, such as servers collecting power measurements from smart 
meters. Consequently, a DoS situation may emerge from corrupting the ARP cache entries of smart meters or 
corresponding servers. In the next sections we will introduce the DoS and MiM attacks and explain how these attacks 
can be launched against smart meters connected through a LAN.   
2.1. DoS Attack 
A DoS attack when launched against any system or component its main objective is to cripple the system ability to 
function as intended. Thus denying legitimate users of such a system expected services.  This is usually accomplished 
by launching an attack to overload the system beyond its capabilities.  DoS attacks are common against various 
systems and in most cases they can be introduced by malicious users. Most DoS attacks rely on the exploitation of 
vulnerabilities in the used communication protocols such as the TCP/IP protocol or the underlying data link layer 
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technologies and their related protocols such the variation of the wired IEEE 802.3 Ethernet technology or the various 
IEEE 802.11 based WiFi technologies. Next we introduce several possible DoS attacks: the TCP SYN flood attack, 
the Land attack and the Ping flood attack.  
TCP SYN Flood Attack: A TCP SYN flood attack is realized by exploiting a weakness in the TCP protocol and it 
can be used to make a host/server processes unable to reply to legitimate client applications’ requests.  This can be 
achieved through the initiation of TCP SYN packets to build incomplete connection requests. The incomplete 
initiations of connection requests are done through the three-way-hand shake process which is part of the TCP 
connection establishment mechanism between two hosts (a client, i.e. Smart meter and a server) trying to exchange 
information or for one to provide a service to the other. The simplified three way hand shake process involves the 
exchange of three messages, SYN, SYN-ACK and finally an ACK to finalize the connection for data exchange. 
Incomplete hand shake initiations i.e. connection initiators not responding to the server SYN-ACK messages to 
complete the three was hand shake process cripple the server ability to function as expected.  When the server has so 
many of these intentionally introduced connections not resolved, its built-in finite size data structure responsible for 
all such pending connections causing it to stop serving any legitimate clients. The attacker will have its system send 
SYN messages to the server. These messages will appear as if they were coming from legitimate users by using source 
addresses spoofed from the network address space the client is connected to. As a result of this, the server will have 
difficulty determining the identity of the true attacker when it receives this flood of SYN packets.   
Land Attack: A Land attack occurs when the attacker combines a SYN flood attack with IP spoofing. This is 
achieved by sending spoofed SYN packets which contain the IP address of the targeted victim as both the source and 
destination IP addresses. This causes the target victim system to send responses to itself forming what is known as 
loop connections. These connections will only terminate when the set timeout per connection expires.  Flooding a 
system with such loop connection messages can overwhelm the system, causing it not to respond to legitimate 
connections i.e. creating a DoS attack condition. In this case, the target host can be either the smart meter or the data 
collection server.  
Ping Flood Attack: A Ping flood is an attack through which the targeted victim system becomes overloaded with 
ICMP Echo Request (ping) packets13. This is most effective when using the flood option of Ping which sends ICMP 
packets as fast as possible without waiting for replies, thus consuming all available bandwidth. Most implementations 
of Ping require the user to be privileged in order to specify the flood option. If the target system is slow enough, it is 
possible to consume enough of its CPU cycles for a user to notice a significant slowdown.  
2.2. Man-in-the-Middle (MiM) attack 
MiM is one of the most common attacks which can be used as an active or passive attack. In its most obvious 
forms, a MiM attacker uses a tool to intercept network traffic between two communicating parties, for example, a 
smart meter and it associated server. The attacker then can perform a range of malicious actions depending on its 
intensions.  For example, the used tool can only be used for traffic analysis causing no real disruption to either parties. 
On the other hand, the used tool can be used to modify the data exchanged traffic, redirect it to another malicious host, 
inject fake information or simply delay the data flow. In a smart grid environment, this kind of attack can compromise 
not only the integrity of power consumption data, but it can also jeopardize the privacy of consumers’ information 
such as account data, electricity usage, name and address and payment information.  
In this work we focus on performing a MIM sniffing attack to re-route exchanged network traffic between two 
target hosts to a malicious host which will forward to the original intended destination without any noticeable delay. 
This will make it difficult for the target hosts to notice that their traffic is being sniffed by a malicious attacker. This 
is performed in a switched LAN environment by corrupting the ARP cache entries of the target hosts using an ARP 
cache poisoning mechanism. Known as an ARP cache poisoning attack, a malicious host in a LAN introduces a 
spurious IP address to MAC address mapping in the ARP cache of another host. This is done by direct manipulation 
of the ARP cache of a target victim host, independently of its sent ARP messages. The malicious host does that by 
either adding a new fake entry in the ARP cache of the target victim host, or by updating an already existing entry 
using fake IP and MAC addresses12. In a MiM attack, the malicious user first enables its host’s IP packet routing 
functionality thus becoming a router to redirect and forward intercepted packets, then, using the ARP cache poisoning 
mechanism, the malicious host corrupts the ARP cache entries of the two target hosts, forcing them to forward data 
traffic through it.  
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3. Robustness of Power Smart Meters against DoS Attacks 
In this experiment, we investigated the effect of the aforementioned common DoS attacks on the performance of 
two types of smart meters, namely Power Quality Meter SHARK 200 Meter14 and Power Nexus 1500 Meter15. The 
experiment was performed by launching the DoS attacks on the smart meters, and then studying their robustness 
against such attacks, by analyzing their response time and their ability to properly communicate with the smart meter 
server while they are under the attacks. Fig. 1 shows the wired network architecture used in the experiment. A DoS 
attack generator host, a smart server, a smart meter are all connected to a layer 2 switch using the same subnet.  
Fig. 1.  Network architecture within a lab 
3.1. Building DoS Attack Traffic 
Packet generator tools can be used to build Land attack traffic/packets. For example, using CommView Visual 
Packet Builder16,  spoofed TCP SYN packets can be used to build Land attack packets. Similarly, Ping flood attack 
packets can be generated using the same tools. ICMP echo request packets can be used to build the Ping flood attack 
traffic. The generated ICMP echo request packets can flood the target smart meter at rates higher than 5000 packets 
per second. On the other hand, several tools can be used to generate SYN flood attack packets. As an example, Fig. 2 
shows the SYNflood tool’s command line used to generate a SYN flood attack. A flood of fake TCP SYN packets is 
sent to the target host. These kinds of attacks can either be launched individually or simultaneously by the same 
attacking host, thus causing a more drastic effect. The following subsection discusses the results of the performed 
experiments in our lab utilizing tools to generate such attacks. 
 
Fig. 2. SYN flood attack traffic generated using SYNflood tool  
3.2. Results from DoS Attacks  
The results of conducted experiments demonstrated clearly that DoS attacks had a significant negative effect on 
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the smart meters’ performance. Briefly, few seconds, after launching a DoS attack, Ping echo requests were sent 
(ICMP echo requests) to the smart meters. However, responses from these meters to these Ping echo requests were 
very slow, and in some cases there were no responses as the meters disconnected often from the network, particularly 
when the attack traffic rate increased significantly. For example, Fig. 3 shows how ping response times increased 
considerably after launching the DoS attacks to reach over 200 milliseconds. In addition, the percentage of packets 
lost increased dramatically, to reach more than 24%. This is due to the smart meter becoming overwhelmed trying to 
respond to the traffic flood of ICMP packets generated by the attack and consequently became incapable of processing 
legitimate Ping echo requests. In addition, when the rate of a DoS attack traffic increases considerably, smart meters 
may crash and disconnect from the network. This demonstrates clearly that the tested smart meters are vulnerable to 
common DoS attacks, and have no security protection mechanism to countermeasure against such attacks.  
 
Fig. 3. Response time of the Power Quality Meter SHARK 200 before and during the DoS attacks (X-axis is the 
number of ICMP echo request packets, Y-axis is the response time in millisecond). 
4. Robustness of Power Smart Meters against ARP Cache Poisoning Attacks 
In this section, we investigated the effect of ARP cache poisoning attack on the entries of the smart meters’ ARP 
cache tables. The conducted experiment consists of attempting to corrupt the smart meters’ ARP cache tables with 
fake entries, using fake ARP request packets. ARP cache poisoning attack is usually used to perform DoS attack or 
traffic rerouting. That is, network devices with corrupted ARP cache entries may not be able to communicate properly 
with the other network hosts, or their traffic is rerouted to a non-legitimate destination for sniffing purposes, before it 
is forwarded to the legitimate destination. 
Building ARP Cache Poisoning Attack Packets: In this attack, the attacker host sends fake ARP request packet to 
the target device, smart meters or its associated server, in order to inject fake IP/MAC entries in its ARP cache. Two 
attack scenarios were performed as described below using the ARP cache poisoning attack technique. 
Attack scenario #1: The objective of this attack is to corrupt the ARP cache of the smart meter by inserting a fake 
IP/MAC entry. Practically, the fake IP/MAC entry assigns a non-existent MAC address to the IP address of the smart 
meter associated server, so that the network traffic sent by the smart meter will not reach the server. Fig. 4 shows an 
example of such a fake ARP request built using CommView Visual Packet Builder tool. The fake ARP packet intends 
to corrupt the ARP cache of the smart meter by assigning the non-existent MAC address (11.11.11.11.11.11) to the IP 
address of the server (10.10.10.19). Hence, if the smart meter’s ARP cache is vulnerable to the ARP cache poisoning 
attack, the fake ARP request will be performed successfully. Consequently, the smart meter will be denied from 
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communicating properly with the server.  The results of the conducted experiment demonstrate clearly that the two 
tested smart meters were vulnerable to the ARP cache poisoning attack, since the generated fake ARP request packets 
succeeded to corrupt their ARP caches preventing them from communicating properly with the associate server.   
 
Fig. 4. Smart meter’s corrupted ARP cache 
Attack scenario #2: In this attack scenario, the attacker host attempts to corrupt both the ARP caches of the target 
smart meter and its associated server, using the APR cache poisoning technique. The objective of this attack is to reroute 
the network traffic exchanged between the smart meter and the smart server to a non-legitimate destination, which is 
the attacker host. Once the rerouted traffic is sniffed by the attacker host, it is then forwarded to the legitimate 
destination. To perform this kind of MiM attack, the attacker host needs to enable its IP routing feature. Then, the 
attacker host proceeds to corrupt the ARP caches of the smart meter and server by sending fake ARP requests, as shown 
in the Fig. 5. 
 
Fig. 5. Corrupted ARP caches for performing MiM attack 
The results of this experiment demonstrate clearly that the attacker host succeeded to reroute the traffic exchanged 
between the smart meter and the server, using the ARP cache poisoning attack. For example, Fig. 6 shows that the 
traffic sent by the smart meter to the server goes first to the malicious host (MAC @= 00:19:b9:48:6f:a3), then it is 
forwarded to the server (MAC @= 00:23:8b:da:73:ec), creating a MiM attack situation. Overall, all the conducted 
experiments show clearly that the tested two smart meters and associated servers running associated smart grid 
application software are vulnerable to common DoS attacks as well as to the ARP cache poisoning attacks. Hence, the 
tested smart meters and associated servers can be easy targets of common network attacks which might compromise 
secure communication for exchanged smart grid data.  
4.1. Malicious manipulation of the Modbus protocol’s data field  
The Modbus protocol is a master/slave protocol used smart meters and associated server to establish connection 
and exchange data. Usually, Modbus communication requires the establishment of a TCP connection between a client 
(e.g. Smart meter) and a server.  Normally, TCP-Port 502 is used, which is reserved for Modbus communication. Fig. 
7 shows the general form of a Modbus message. Fig. 8 shows an example of a Modbus message that has been rerouted 
to the malicious host (10.10.10.4) following the MiM attack discussed in the previous section. Hence, knowing the form 
of a Modbus message, the attacker host can falsify the data field of the received Modbus message and forward the 
message to the legitimate destination. This attack which is also known as data injection attack is considered very 
dangerous as fake data from smart meters can be sent to the smart grid power provider falsifying any real true data. 
Consequences of such an attack can lead to wrong important decisions being made based on fake and/or misleading 
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data.  
 
Fig. 6. Packet rerouting following a MiM attack 
 
Fig. 7. Modbus General Message Form 
5. Security Smart Meters Design Consideration 
The security analysis conducted in this paper shows that the tested smart meters have been designed without 
security consideration to countermeasure against the two main common security attacks, namely the DoS and the ARP 
cache poisoning attacks. Hence, smart meters can be easy targets of malicious network traffic and users. Usually, 
smart meters are designed to offer ease to use and practical user interfaces with an effective cost model in mind. 
However, our work in this paper shows that the tested smart power meters lack basic security functions, such as packet 
filtering capabilities and integrated Intrusion Detection/Prevention functionalities to detect and prevent possible 
malicious attacks or simple passive monitoring attacks. Consequently, their availability and efficiency may become 
questionable within an implementation of a secure smart grid network. The following basic security considerations 
should be taken into account when designing secure smart meters to limit the effect of common network attacks: (1) 
smart meter should allow for packet filtering to filter network packets, such as blocking all incoming ping requests. 
(2) ARP cache of smart meter should be made static, so that malicious ARP packets cannot update its contents with 
fake IP/MAC entries. This would allow protecting the smart meter from DoS attacks and MiM attack based on ARP 
cache poisoning attack. (3) network traffic with high-speed rate targeting smart meters should be denied from reaching 
the kernel of the meters. This would allow protecting the meters from many common DoS flood attacks. Smart meters 
with intrusion detection capabilities should be able to use basic common attack signatures and download new attack 
signatures. (4) smart meters should be equipped with  encryption capabilities. This will prevent malicious users from 
being able to spy and analyze the exchanged network traffic between the smart meters and associated servers. 
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Fig. 8. Example of rerouted Modbus message 
6. Conclusions 
This paper investigated the effect of various common information security attacks on the performance of smart 
meters.  Experiments are conducted using DoS and ARP cache poisoning attacks. The experiments results demonstrate 
how the tested smart meters lack needed security functionalities, such as firewall based packet filtering and Intrusion 
Detection/Prevention mechanisms. In order to enhance the availability and efficiency of smart meters and implement 
secure smart grid systems, several security functions should be incorporated into smart meters, mainly network packet 
filtering, intrusion detection and encryption capabilities.  Our future work will focus on exploring other possible 
attacks, examine different network infrastructure scenarios and on the development of a data manipulation and 
injection tool tailored toward the Modbus protocol.  
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